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The eRegistries Initiative

Electronic registry system

Maternal and child health

WHO essential interventions indicators

Free and open source software

Data stewardship of highly sensitive

data




“The Nordic countries should remain world leaders
In using and combining register data for the
benefit of people and societies while simultanepusl

respecting the rights and privacy of individuals.”
- Vision of the NORIA-net on registers and biobankskuag group, 2012
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Formative research




Multi-country survey

Recruitment strategy. Surveys sent to 76 countries experiencing high
maternal mortality; snowballing strategy used to increase sample s

Recruitment timeframe: November 2013 — February, 2015

Sample size

Public health officials: 298 individuals, 64 different countries (84%)

Health care providers: 470 individuals, 59 different countries (78%)
Limitations: online access, broad expertise, country level variability




Privacy protection

69% of countries reported that individual privacy was protected by laws
18% of countries reported that individual privacy was protecte@dpylations
10% reported that no laws or regulations existed

According to data privacy law directories, 21% of the 76 countries chintéhe
survey currently havdata privacy laws



Data
access

* The right of access by
iIndividuals to see their personal
data enhances data quality and
respects individuals’ rights

* Access by individuals not
directly involved in patient care
may include health providers or
others



Access to data




Safeguards take many forms...

Data security

* Physical
 Administrative
» Technical



Data security safeguards




Implications

Limited legislated privacy protection
Data access vulnerabillities

Weak data security safeguards
Potential for unintended consequences

Need for governance guidance






Purpose
Notice

Consent

Principles of data
privacy law

Data security safeguards
Data quality and integrity
Openness and transparency

Access

Accountability
Enforcement and remedy

Data authority



The eRegistry Governance
Guidance Toolkit

Practical guidance on developing policies,
protocols, and procedures

International instruments addressing healtr
and privacy

Local country customization (i.e., legal
language should be grounded in local cont:
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Purpose — designated, defined
Legal and regulatory responsibility
Reporting requirements

Data quality (i.e., standards)

Data privacy and confidentiality
Data access

Public engagement
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Brazil’s pregnancy registration law




Additional information
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